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Abstract: The financial sector faces increasing demands for high-performance, secure, and scalable transaction processing systems to
meet regulatory compliance and customer expectations. Oracle Exadata Cloud at Customer (ExaCC) and Oracle Cloud Infrastructure
(OCI) provide a hybrid cloud solution that integrates on-premises control with cloud scalability, enabling banks to modernize their IT
infrastructure while maintaining data sovereignty. This paper explores the implementation of ExaCC in banking environments, detailing
its architecture, operational benefits, and automation capabilities. A key focus is the automation of ExaCC deployment and management
through Infrastructure as Code (laC) using Terraform, the Oracle Cloud Infrastructure Command Line Interface (OCI CLI), and Oracle
REST APIs. These automation tools streamline database provisioning, scaling, and monitoring, reducing operational complexity and
enhancing cost efficiency. By leveraging ExaCC’s converged database, high-performance infrastructure, and Al-driven Autonomous
Database capabilities, financial institutions can optimize transaction processing, risk management, and regulatory compliance. Through
case studies and industry adoption insights, this paper highlights how banks worldwide are utilizing ExaCC to achieve operational
resilience, regulatory adherence, and digital transformation. The combination of cloud-driven automation and enterprise-grade
performance empowers financial institutions to enhance service delivery, improve resource utilization, and accelerate innovation in an
increasingly data-driven financial landscape.
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1. Introduction 2.2 Exadata Cloud Infrastructure

The financial sector demands high-performance, secure, and ~ Exadata is a high-performance, intelligent system optimized
scalable transaction processing systems to meet regulatory specifically for Oracle Database workloads. It delivers
requirements and customer expectations [1]. As digital extreme scalability, ensuring that banks can process large
transformation accelerates, banks must modernize their ~ Volumes of transactions with minimal latency [5].
infrastructure  while ensuring data sovereignty and

compliance [2]. Oracle Exadata Cloud at Customer (ExaCC) 2.3 Disaster Recovery and Business Continuity Risks

and Oracle Cloud Infrastructure (OCI) offer a hybrid cloud

solution that combines the advantages of cloud computing ~ Oracle’s Al-driven self-managing database offers automation
with on-premises control [3]. This paper explores the adoption ~ in  performance tuning, security ~patching, and high
of ExaCC in banking, highlighting automation through  availability, reducing operational overhead and human errors
Terraform and OCI CLI to optimize operations. [6].

2. Oracle Data Management Vision 3. Exadata Cloud at Customer: Bridging
Public Cloud and On-Premises

Oracle's data management approach is structured around three

fundamental pillars that collectively drive efficiency and  Despite the widespread adoption of cloud computing, banks

innovation in financial institutions: often face regulatory constraints, security concerns, and
latency requirements that limit full cloud migration [7].
2.1 Converged Database ExaCC serves as a bridge between public cloud and on-

premises infrastructure by delivering:
Oracle’s database architecture supports diverse data types ¢ Public Cloud Benefits: Scalable architecture,

such as JSON, XML, graph, and blockchain, offering a automation, and subscription-based pricing ensure cost-
unified platform. This convergence enhances data integrity, effectiveness and agility [8].

simplifies management, and provides low-code development e On-Premises Deployment: Data remains within the
capabilities through Oracle APEX [4]. bank’s secure data center, ensuring compliance with local

regulatory mandates [9].
e Oracle-Managed Infrastructure: Hardware, software,
and system updates are handled by Oracle, reducing IT
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operational complexity while maintaining enterprise-
grade performance [10].

3.1 ExaCC Architecture and Deployment in Banking

ExaCC is deployed within a bank’s data center and connects

securely to Oracle Cloud Infrastructure [11]. The

architecture ensures high availability and seamless
management, consisting of:

o Internal Database Access: The database is accessible
via the bank’s intranet, ensuring data security and
optimized performance for internal applications.

e Control Plane Connectivity: Local control plane
servers communicate securely with the OCI public cloud
to facilitate monitoring, automation, and system updates.

e Secure HTTPS Tunnels: Outbound connections to OCI
enable secure administration, telemetry collection, and
software patching, maintaining compliance with banking
security protocols [12].
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Figure 1: Invoke Cloud UI or Rest APIs
3.2 Large-Scale Adoption in the Financial Sector

Many financial institutions worldwide have recognized the
strategic value of ExaCC [13]. Organizations in banking and
financial services are leveraging ExaCC to streamline
critical operations such as trading, payments processing, risk
management, and regulatory reporting [14]. The benefits
observed include:

o Simplified Database Management: Oracle’s converged
database approach reduces complexity in managing
diverse workloads [15].

e Cost Optimization: Through resource consolidation and
subscription-based pricing, banks achieve significant
cost savings.

o Sustainability and Efficiency: ExaCC reduces energy
consumption by optimizing hardware utilization and
consolidating servers [16].

4. Automation with OCI CLI, Terraform, and
API-Driven Management

To enhance operational efficiency, banks leverage automation
tools such as OCI CLI, Terraform, and Oracle REST APIs.
These tools enable seamless provisioning, monitoring, and
scaling of ExaCC resources [17].
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4.1 OCI CLI for Scripting and Automation

Oracle Cloud Infrastructure Command Line Interface (OCI
CLI) allows database administrators (DBAs) and engineers to
automate ExaCC management [18]. Common tasks include:

o Listing database homes:

e oci db db-home list --compartment-id
<compartment_ocid> --vm-cluster-id <vm_cluster_ocid>

e Scaling up VM clusters:

e oci db vm-cluster update --vm-cluster-id
<vm_cluster_ocid> --cpu-core-count 40 --wait-for-state
AVAILABLE

o Creating new databases:

e oci db database create --db-name <db_name> --admin-
password <password> --db-version 19c¢ --vm-cluster-id
<vm_cluster ocid>

4.2 OCI CLI for Scripting and Automation

Terraform enables version-controlled, repeatable, and
automated provisioning of Oracle Cloud resources [19].
Banks define their infrastructure as code using the OCI
Terraform provider [20]. An example of creating an Exadata
infrastructure is:
resource
"banking exadata" {
compartment_id = "<compartment_ocid>"
display name = "BankingExadatalnfra"
shape = "Exadata.QuarterRack"
control plane server ips =["10.0.0.1", "10.0.0.2"]

"oci_database exadata_infrastructure"

Terraform for ExaC@C

Example: Configuration for Exadata Cloud Infrastructure

resource "oci_database_exadata_infrastructure” "test_exadata_infrastructure” {
#Required

admin_network_cidr ="19216819.2/16"
cloud_control_plane_server] = "192168191
doud_control_plane_server2 = "19216819.2"
compartment_id = "${var.compartment_id}"
corporate_proxy = "hitp://192168191:80"
display_name = "tstExalnfra”

dns_server = ["19216810107]

gateway ="192168.201"
infini_band_network_cidr = "10172191/22
netmask ="255.255.00"

ntp_server = [19216810.20']

shape = "ExadataCC.Quarter3100"
time_z2one = "US/Pacific’
activate_exadata_infrastructure = true

activation_file = “activation.zip™

#Optional
defined_tags = "${map("${oci_identity_tag_namespacetag-namespacel.name} ${oci_identity_tagtagl.name]’, "updatedvalue’)}"

Treeform_tags =
Department’ = "Accounting”

v

Figure 2: Terraform for Exam@C

The Terraform workflow follows these steps:

1) Initialize Terraform: Terraform init

2) Plan the changes: Terraform plan

3) Apply the configuration: Terraform apply

4.3 API-Led Automation

Oracle REST APIs offer additional automation capabilities,

enabling integration with existing IT workflows. Key

functionalities include:

o Database lifecycle management (creation, patching, and
scaling)
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Infrastructure monitoring (telemetry collection, alerts,
and predictive analytics)
Security automation (automated access control and
compliance monitoring)

4.4 Business Benefits of Automation in Banking

By automating database and infrastructure management,
financial institutions gain:

S.

Operational Efficiency: Automation reduces manual
effort, minimizing human errors and accelerating

provisioning times.

Regulatory Compliance: Automated security patching
and compliance reporting help banks adhere to strict

regulations.

Cost Optimization: Efficient resource allocation and

pay-as-you-go pricing improve cost-effectiveness.

High Availability: Proactive monitoring, auto-scaling,
and failover mechanisms enhance system uptime.

Conclusion

Oracle Exadata Cloud at Customer and Oracle Cloud
Infrastructure provide financial institutions with a powerful,
secure, and automated solution for transaction processing. By
integrating Terraform, OCI CLI, and API-driven automation,
banks can modernize their IT landscape, reduce costs, and
enhance digital transformation while maintaining regulatory
compliance and data sovereignty. The hybrid cloud approach
empowers banks to harness cloud innovation while ensuring
operational resilience and security.
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